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How to use this Privacy Notice

Please read:

1. The General Information section (applies to everyone).

2. The section(s) relevant to you.

Some individuals fall into more than one category. If this applies to you, please read

each relevant section.

If you are... Read...
Learner / Prospective Learner Section A
Parent or Carer Section B
Community Member (PPC / APS) Section C
Venturewood Member / Service User Section D
Alternative Education Learner Section E
Employee Section F
Volunteer Section G
Trustee Section H
Job Applicant Section |
Contractor / Consultant Section J
Donors/Fundraisers Section K
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GENERAL INFORMATION (Applies to Everyone)

1. About this Privacy Notice

Petty Pool Trust is committed to protecting the privacy and security of the personal
information we hold.

This Privacy Notice explains how we collect, use, store, share and protect personal
information when you interact with us. It applies to anyone whose personal information we
process, including learners, parents and carers, community members, Venturewood service
users, employees, volunteers, trustees, job applicants, contractors and visitors.

Throughout this notice, personal information (also known as personal data) means any
information that identifies, or could identify, a living individual. Processing means anything
we do with that information, including collecting, recording, storing, using, sharing,
updating and securely disposing of it.

This notice explains:

what personal information we collect
why we collect and use it

who we share it with

how we keep it secure

how long we keep it

your rights under UK data protection law

For the purposes of UK data protection legislation, Petty Pool Trust is the Data Controller
and is registered with the Information Commissioner's Office (ICO).

Some sections of this notice apply only to certain groups of people. Please read the General
Information section together with the section(s) relevant to you



2. Who we are

Petty Pool Trust is a registered charity dedicated to supporting young people and
adults with learning disabilities, autism and other additional needs to develop the
skills, confidence and independence needed to achieve their aspirations.

Through our education, employment and community services, we work with
learners, members, employees, volunteers, trustees, families, customers, referrers,
partners and visitors across a wide range of settings.

Our organisation includes:

e Petty Pool College

e Alternative Education

e Community Services

e Venturewood

e Central support services, including Finance, People and Culture, Estates and
Projects, Marketing and Fundraising, IT and Digital, Business Support and
Compliance.

As part of delivering and supporting these services, we collect and process personal
information where it is necessary to do so.

For the purposes of UK data protection legislation, Petty Pool Trust is the Data
Controller for the personal information described in this Privacy Notice, unless we
tell you otherwise.

3. How we protect your information

We take the security of your personal information seriously and use appropriate
technical and organisational measures to protect it against:

e Unauthorised or unlawful access, use or disclosure;
e accidental loss, alteration or destruction; and
e cyber security threats and other security incidents.

The measures we use include, where appropriate:

e restricting access to personal information to people who need it for their role;

e using secure systems, passwords, multi-factor authentication, encryption
and security monitoring;

e keeping devices, software and systems appropriately maintained and
updated;

e providing data protection and information security training to employees and
relevant volunteers;



e having policies and procedures for handling, sharing, storing and securely
disposing of information;

e assessing the security and data protection arrangements of organisations
that process information on our behalf; and

e maintaining procedures for identifying, reporting and responding to personal
data breaches.

We regularly review our security arrangements and take account of the nature of
the information we hold, how it is used and the potential impact on individuals if it
were lost, misused or accessed without authority.

Where we share personal information with another organisation, we take reasonable
steps to ensure it is shared securely and that appropriate safeguards are in place.

No system can be guaranteed to be completely secure. Where a personal data
breach occurs, we will investigate it and take appropriate action. Where required by
law, we will report the breach to the Information Commissioner’s Office and inform
affected individuals.

This reflects the UK GDPR requirement to use security measures appropriate to the
nature and risks of the processing, rather than claiming that information can be
protected absolutely.

4. Lawful bases for processing

Under UK data protection law, we must have a lawful basis before we can collect,
use or share your personal information. The lawful basis we rely on depends on the
purpose for which we are processing your information.

The lawful bases we commonly use are:

Public Task

We process personal information where it is necessary for us to carry out tasks in
the public interest or exercise our official functions. This includes delivering
education, supporting learners and meeting our statutory responsibilities.

Legal Obligation

We process personal information where we are required to do so by law. This
includes complying with legislation, safeguarding responsibilities, health and safety
requirements, employment law and funding regulations.

Contract



We process personal information where it is necessary to enter into or fulfil a
contract with you. For example, where we provide services, employ staff or engage
contractors.

Legitimate Interests

We may process personal information where it is necessary for our legitimate
interests, provided those interests are not overridden by your rights and freedoms.
Before relying on this basis, we carefully consider the impact on individuals and
ensure the processing is fair and proportionate.

Vital Interests

We may process personal information where this is necessary to protect someone’s
life, for example during a medical emergency where the individual is unable to
provide consent.

Consent

In some circumstances, we will ask for your consent before processing your
personal information. Where we rely on consent, you are free to withdraw it at any
time.

Withdrawing consent will not affect any processing that took place before it was
withdrawn.

We will always tell you which lawful basis applies to the information we process
about you within the relevant section of this Privacy Notice.

5. Special category & criminal offence data

Some of the information we process is considered particularly sensitive under UK
data protection law. This includes information about health, disability, racial or ethnic
origin, religious or philosophical beliefs, trade union membership, biometric data,
genetic data and information relating to a person's sex life or sexual orientation.

Where we process this type of information, we will only do so where an additional
legal condition under UK GDPR and the Data Protection Act 2018 applies. The
conditions we most commonly rely on include:

e employment, social security and social protection law
e safeguarding children and adults at risk

e substantial public interest

e the provision of health or social care

e explicit consent, where appropriate

We may also process criminal offence information, including information relating to
convictions, cautions, allegations, barring decisions and DBS checks. We will only



process this information where authorised by law and where appropriate
safeguards are in place.

Where required by the Data Protection Act 2018, we maintain an Appropriate Policy
Document setting out how we comply with the data protection principles when
processing special category and criminal offence information.

6. Artificial Intelligence (AI)

Petty Pool Trust may use systems and software that include Artificial Intelligence
(Al) or Al-assisted features to support the delivery of our services and improve the
efficiency, accuracy and security of our operations.

Examples may include:

e transcribing or summarising meetings

e assisting with drafting documents or communications

e identifying trends or patterns within organisational data
e supporting administrative tasks

e enhancing cyber security and fraud detection

Al is used to support our staff and services. Important decisions that produce legal
or similarly significant effects for individuals are not made solely by automated
means.

Where Al is used to process personal information, we ensure that:

o there is an appropriate lawful basis for the processing

e appropriate security measures are in place

e only authorised individuals have access to personal information

e personal information is processed in accordance with UK data protection
legislation and our internal policies

e any significant risks associated with Al are assessed and managed before
new technologies are introduced



We regularly review the Al tools we use to ensure they remain appropriate, secure
and aligned with our legal and ethical responsibilities.

7. How we collect information

We collect personal information in a variety of ways, depending on how you interact
with Petty Pool Trust and the services you receive or provide.

Where possible, we collect information directly from you. However, in some
circumstances we receive information from other organisations or individuals where
this is necessary, lawful and appropriate.

We may collect information:

e directly from you when you complete forms, apply for a role, enrol on a
programme, register for a service, contact us or otherwise engage with us

e from parents, carers or family members where appropriate

e from local authorities, schools, colleges, commissioners or other education
providers

e from healthcare professionals or other agencies supporting your care or
wellbeing, where appropriate

e from employers, referral organisations or partner agencies

e through our websites, online services and digital systems

e through CCTV systems operating on our premises

e through our IT systems, networks and devices where this is necessary to
protect organisational systems, investigate security incidents or manage our
services

e from publicly available sources where this is lawful and relevant

The information we collect will depend on your relationship with us. Further details
are provided in the section of this Privacy Notice that applies to you.

8. How we store information

We take appropriate steps to ensure that the personal information we hold is
accurate, secure, accessible only to authorised people and kept only for as long as it
is needed.

Personal information is stored in a combination of specialist cloud systems, our
controlled electronic document storage, approved archive systems and, where
necessary, secure paper records. The system used depends on your relationship
with Petty Pool Trust and the purpose for which the information is required.



e Microsoft 365 (including Outlook, SharePoint, Teams and OneNote) for email,
collaboration, document management, learner work and organisational records.

e Beacon CRM for learner, member, supporter and relationship management.
Information relating to learners, enquiries, applications, donors and fundraising
activities may be stored within Beacon.

e Databridge for learner management across Petty Pool College, Alternative
Education and Petty Pool Community.

e Breathe HR and Databridge HR for workforce, recruitment and HR
administration.

e AIQ for finance, accounting, payroll-related financial processing and financial
records.

e Mailchimp, integrated with Beacon, for email communications where individuals
have subscribed or where another lawful basis applies.

We regularly review the systems we use. The systems listed above may change
over time as we improve our services, introduce new technology or replace existing
software.

Use of third-party systems

Some of the systems we use are provided by specialist third-party organisations
who process personal information on our behalf. Where this is the case, we have
appropriate data processing agreements and safeguards in place to ensure personal
information is processed securely, lawfully and only in accordance with our
instructions.

We retain personal information only for as long as is necessary to:

e provide our services

e fulfil contractual and legal obligations

e meet funding and regulatory requirements

e resolve complaints or disputes

e establish, exercise or defend legal claims where necessary



The length of time we keep information depends on the type of information and the
reason we hold it. Our retention periods are set out in our Data Retention Schedule,
which is based on legal, regulatory and operational requirements.

When personal information is no longer required, we ensure it is securely deleted,
destroyed or anonymised in accordance with our records management procedures.

Where information is backed up as part of our business continuity and disaster
recovery arrangements, it will continue to be protected and retained only for as long
as required by those arrangements.

9. Who we share your information with

We only share your personal information where it is lawful, necessary and
proportionate to do so. Depending on your relationship with Petty Pool, we may
share information with organisations such as government departments, local
authorities, commissioners, regulators, healthcare professionals, educational
partners and organisations providing services on our behalf.

Organisations Providing Services on Our Behalf

We use a number of trusted third-party organisations (known as processors) to help
us deliver our services. These include providers of:

e |T systems and cloud storage

e Payroll and HR systems

e Finance and payment processing

e Learning management and education systems

e Communications and collaboration platforms

e \Website hosting and other business support services

These organisations only process personal information on our behalf and under our
instructions. We have contracts and safeguards in place to ensure they protect your
information and comply with UK data protection legislation.

A current list of our third-party processors is available on request.



10. International transfers

Some of the organisations and service providers we use may store or process
personal information outside the United Kingdom.

Where personal information is transferred outside the UK, we will ensure that
appropriate safeguards are in place to protect it in accordance with UK data
protection legislation. These safeguards may include:

e an adequacy decision made by the UK Government

e the International Data Transfer Agreement (IDTA) or other approved
contractual safeguards

e another lawful transfer mechanism permitted under UK data protection law

Many of the digital services we use are provided by reputable organisations with
global operations. Although personal information may occasionally be processed
outside the UK, we only work with organisations that provide appropriate
contractual, technical and organisational safeguards to protect personal information
and comply with applicable data protection legislation.

We also assess the security of the organisations we work with to ensure they
maintain appropriate standards for protecting personal information and managing
cyber security risks.

If you would like more information about any international transfers relating to your
personal information, please contact us using the details provided at the end of this
Privacy Notice.

11. The main systems and storage locations we use

The following are the main systems and storage locations currently used by Petty
Pool Trust. This is not an exhaustive list: systems may change as our services
develop, and not every system is used for every individual.

System / storage | Main purpose Examples of personal information
held
Beacon CRM Customer, contact Contact details, relationship/service
and relationship records, communications, notes

management across and attachments. Depending on the
relevant parts of the record, this may include sensitive or
Trust. special-category information.

Databridge College learner, Learner identifiers,
admissions, applications/enrolment,




System / storage

Main purpose

Examples of personal information
held

safeguarding, funding
and programme
administration.

attendance, funding evidence,
bursary/support information,
placements, achievements and
destinations.

SharePoint/MS365

Controlled storage for
operational,
governance, contract,
policy and case
records.

Documents and records relevant to
the service or business function,
with access restricted according to
role.

Databridge: HR

recruitment, payroll,
pensions, accounting
and payments.

DeepStore Longer-term archive Selected archived HR, finance and
for selected records. organisational records retained in
line with the Records Retention
Schedule.
AlQ: Finance Workforce Employment, applicant, payroll,
Breathe: HR administration, pension, bank/payment and

finance records as relevant.

Secure paper
records

Records that must or
need to be retained in
paper form.

Signed forms, historic files or other
paper records, stored in access-
controlled locations.

Because our systems and suppliers can change, this Privacy Notice is reviewed and
updated where a material change affects how personal information is stored or
processed. A more detailed current processor/system record is maintained

internally.

12. Your information rights

Under UK data protection law, you have a number of rights in relation to your
personal information. These rights are not absolute and may only apply in certain
circumstances. If you wish to exercise any of your rights, please contact us using
the details provided at the end of this Privacy Notice.

Depending on the circumstances, you have the right to:

e Access your information
e Request a copy of the personal information we hold about you. This is
commonly known as a Subject Access Request (SAR).Request correction




Ask us to correct personal information that is inaccurate or incomplete.
Request erasure

Ask us to delete your personal information in certain circumstances where there is
no legal reason for us to continue processing it.

Restrict processing

Ask us to limit how we use your personal information while a concern or request is
being considered.

Object to processing

Object to us processing your personal information where we are relying on Public
Task or Legitimate Interests as our lawful basis. We will consider your request and
explain whether we are required to continue processing your information.

Data portability

Where we process your personal information using your consent or for the
performance of a contract, and the processing is carried out by automated means,
you may have the right to receive your information in a structured, commonly used
and machine-readable format or ask for it to be transferred to another organisation
where technically feasible.

Withdraw consent

Where we rely on your consent to process personal information, you have the right
to withdraw that consent at any time. This will not affect the lawfulness of any
processing carried out before your consent was withdrawn.

Rights relating to automated decision-making

You have the right not to be subject to a decision based solely on automated
processing, including profiling, where that decision produces legal or similarly
significant effects, except where permitted by law. Petty Pool Trust does not
normally make decisions of this nature using automated processing alone.

We aim to respond to requests relating to your information rights within one
calendar month, although this may be extended where permitted by law.

13. Contacting us



If you have any questions about this Privacy Notice, how we use your personal
information, or if you wish to exercise any of your information rights, please contact
us.

General Data Protection Enquiries
Business Support and Performance Lead
Email: dpo@pettypool.org.uk

Telephone: 01606889097

Subject Access Requests (SARs)

If you wish to request a copy of the personal information we hold about you, please
contact:

Business Support and Performance Lead
Email: dpo@pettypool.org.uk

We may ask you to provide proof of identity before releasing any personal
information.

Data Protection Officer

Petty Pool Trust has appointed an independent Data Protection Officer through
Education Data Hub to provide advice, monitor compliance and support the Trust in
meeting its data protection obligations.

If you have concerns about how your personal information has been handled, or
you are not satisfied with our response, you may contact our Data Protection
Officer:

DPO Email: dpforschools@derbyshire.gov.uk
DPO Phone: 01629 532888

DPO Address:County Hall, Smedley Street, Matlock, Derbyshire, DE4 3AG

14. Complaints

If you are unhappy with the way we have handled your personal information, we
encourage you to contact us first so that we have the opportunity to understand
your concerns and resolve them.



If you remain dissatisfied, you have the right to make a complaint to the Information
Commissioner's Office (ICO), the UK's independent authority for data protection.

Information Commissioner's Office

Website: www.ico.org.uk

Telephone: 0303 123 1113
Address:

Information Commissioner's Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Making a complaint to the ICO will not affect any other legal rights or remedies you
may have.


http://www.ico.org.uk/

SECTION A - College Learners & Prospective Learners

Who this section applies to

This section applies to prospective learners, current learners and former learners
where Petty Pool Trust continues to hold personal information about them.

What information we collect

Depending on your application, enrolment and time as a learner at Petty Pool
College, we may collect:

Personal details, such as your name, date of birth, address, telephone
number and email address

Emergency contact details and information about your parents, carers or
other authorised contacts

Identification information, including photographs and learner identification
numbers

Information about your previous education, qualifications, employment and
career aspirations

Information relating to your application, enrolment, attendance, progress,
assessments, qualifications and destinations

Information about your Education, Health and Care Plan (EHCP), additional
learning needs, disabilities, health conditions and any support required to
enable you to access education

Safeguarding, welfare and pastoral support information where required
Behaviour, disciplinary and support records

Financial information where relevant, including bursary applications and
funding eligibility

Information about your use of our IT systems, learning platforms and network
services

Photographs, video or audio recordings where appropriate and in
accordance with your consent preferences or another lawful basis

Any other information that is necessary for us to provide education, meet our
legal responsibilities, or fulfil our contractual obligations with funding bodies
and local authorities

Why we use your information

We use your personal information to:

Process your enquiry, application and enrolment

Deliver your education, learning programme and support

Develop and review personalised learning, support and progression plans
Assess your progress, achievements and outcomes



e Provide appropriate pastoral, wellbeing, safeguarding and additional support
where required

e Meet your needs as identified within your Education, Health and Care Plan
(EHCP), where applicable

e Communicate with you, your parents, carers or authorised representatives
about your education and wellbeing

e Arrange work experience, supported internships, visits and other learning
opportunities where applicable

e Manage attendance, behaviour, health and safety, and student welfare

e Apply for and administer funding, including bursaries and education funding

e Meet our legal, regulatory and contractual obligations, including reporting to
funding bodies, local authorities and other authorised organisations

e Maintain the security of our premises, systems and information

e Monitor, evaluate and improve the quality of our education and support
services

e Respond to complaints, incidents, requests and enquiries

Our lawful basis

We process your personal information under one or more of the following lawful
bases under UK data protection law, depending on the purpose for which it is being
used:

Examples:

Public Task Delivering education and support, meeting our statutory
duties, safeguarding learners, supporting learners with
SEND and EHCPs, and providing information required
by government bodies.

Legal Obligation Complying with legislation relating to education,
safeguarding, health and safety, equality, funding,
taxation and other legal requirements.

Contract Managing your application, enrolment and delivering the
education and services you have agreed to receive.
Legitimate Interests Improving our services, managing our organisation,

protecting our systems and premises, and ensuring the
efficient delivery of education where these interests do
not override your rights.

Consent Where we ask for your permission, for example certain
uses of photographs, videos or marketing
communications. You can withdraw your consent at any
time.




We also process special category personal information, such as health information
or details relating to disabilities or special educational needs, where permitted under
Article 9 of the UK GDPR. This is typically because processing is necessary for
reasons of substantial public interest, the provision of health or social care,
employment and social protection law, safeguarding, or because you have given
your explicit consent where required.

Relevant legislation:

Our processing of learner information is supported by a range of legislation and
statutory guidance, including:

e UK General Data Protection Regulation (UK GDPR)

e Data Protection Act 2018

e Education Act 1996

e Children and Families Act 2014

e Special Educational Needs and Disability Regulations 2014

e Keeping Children Safe in Education (current edition)

e Working Together to Safeguard Children (current edition)

e Equality Act 2010

e Further and Higher Education Act 1992 (where applicable)

e Education and Skills Act 2008

e Apprenticeships, Skills, Children and Learning Act 2009 (where applicable)
Copies of the legislation and statutory guidance referred to above are available from
legislation.gov.uk and the Department for Education website.

Who we share information with

We will only share your personal information where it is lawful, necessary and
proportionate to do so. Depending on your circumstances, we may share
information with:

e Parents, carers and authorised representatives, where appropriate

e Local Authorities, including those responsible for funding, Education, Health
and Care Plans (EHCPs), transport, social care and other statutory services

e Schools, colleges, universities and other education providers, where this
supports applications, transitions, progression or ongoing education

e The Department for Education (DfE), awarding organisations and other
government bodies, where we are required to do so for funding, regulatory
or statutory purposes

¢ Health and social care professionals, including NHS organisations and
specialist support services, where necessary to support your health,
wellbeing or education

e Employers, supported internship providers, work experience providers and
placement organisations, where this is required to arrange or support work-
based learning opportunities



e Safeguarding partners, including the police, children's or adults' social care,
and other agencies where sharing is necessary to protect you or another
person from harm

e Our professional advisers and service providers, including IT providers,
auditors, legal advisers and organisations that provide services on our behalf,
where they are required to protect your personal information and only
process it on our instructions

e Regulators, inspectors and external auditors, including Ofsted, the
Information Commissioner's Office (ICO) and other organisations with
statutory powers where disclosure is required or permitted by law

e Courts, tribunals, law enforcement agencies and other public authorities,
where we are legally required or permitted to do so

We will not sell your personal information to third parties. Where we use
organisations to process personal information on our behalf, we ensure that
appropriate contracts and safeguards are in place to protect your information.

As a specialist education provider, we work closely with a range of partner
organisations to support learners. We will only share the minimum amount of
personal information necessary to provide appropriate support, meet our legal
obligations, or protect the safety and wellbeing of learners.

Government departments (where applicable)

We may share your personal information with government departments and public
bodies where we are required or permitted to do so by law, or where this is
necessary to deliver education, secure funding or meet our statutory obligations.
This may include:

e The Department for Education (DfE) for funding, regulatory, audit, assurance
and statutory reporting purposes, including the submission of Individualised
Learner Record (ILR) data and other mandatory returns

e Information may also be shared with and processed through the Learning
Records Service, which issues Unique Learner Numbers and maintains
Personal Learning Records. Further information is available through the
Learning Records Service privacy notice

¢ Local Authorities, including those responsible for commissioning placements,
funding, Education, Health and Care Plans (EHCPs), transport, social care and
other statutory services

e Ofsted, where information is required during inspections or other regulatory
activities

e Other government departments, regulators or public authorities, where
disclosure is required or permitted by law



We will only share the minimum amount of personal information necessary for the
purpose for which it is being shared and will ensure that any sharing is carried out in
accordance with UK data protection legislation.

Further Department for Education and Learning Records Service
information

The Department for Education publishes privacy information explaining how it uses
education and training data, including adult and post-16 learner data. The Learning
Records Service (LRS), operated by the DfE in England, issues Unique Learner
Numbers (ULNs) and maintains Personal Learning Records (PLRs).

DfE privacy information: key stage 4 and 5 and adult education
Learning Records Service privacy notice

DfE personal information charter

DfE external data shares

Where we store your information

Your information may be stored in Databridge for learner, admissions, funding and
programme records; in CPOMS for safeguarding records; and in SharePoint or other
approved controlled storage for supporting documents, placement records,
correspondence and evidence. Financial or bursary information may also be held
within our finance system; AlQ.

How long we keep your information

We only keep your personal information for as long as it is necessary to fulfil the
purposes for which it was collected, including providing education, meeting our legal
and contractual obligations, resolving disputes and responding to regulatory
requirements.

The length of time we retain information depends on the type of record and the
reason it was collected. When information is no longer required, it will be securely
deleted or destroyed in accordance with our Records Retention Schedule and
applicable legislation.

Some information may need to be retained for longer periods to comply with legal,
regulatory or funding requirements, or where there is an ongoing safeguarding, legal
or insurance matter.

If you would like more information about how long we keep a particular type of
information, please contact us using the details provided in this Privacy Notice.

Petty Pool Trust


https://www.gov.uk/government/publications/privacy-information-key-stage-4-and-5-and-adult-education/privacy-information-key-stage-4-and-5-and-adult-education
https://www.gov.uk/government/publications/lrs-privacy-notices/lrs-privacy-notice
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/publications/dfe-external-data-shares

Anything else you should know

Providing some information is a legal or contractual requirement. If you choose not
to provide certain information, we may be unable to process your application, enrol
you, provide appropriate support or meet our legal obligations.

We may receive information about you from other organisations, such as your
previous school, Local Authority or other professionals involved in supporting your
education, where this is lawful and appropriate.

We take steps to ensure that the personal information we hold is accurate and up to
date. Please let us know if any of your personal information changes during your
time with us.

We will only use your personal information for the purposes described in this Privacy
Notice or where we are otherwise permitted or required to do so by law.



SECTION B - Parents & Carers

Who this section applies to

This section applies to parents, carers, legal guardians and other individuals with
parental responsibility or legal authority in relation to a learner at Petty Pool College.

What information we collect

Depending on your relationship with the learner, we may collect:

Your name, address, telephone number and email address

Your relationship to the learner and details of your parental responsibility or
legal authority, where applicable

Emergency contact information

Information relating to communications, meetings and correspondence with
you

Financial information where relevant, including bursary applications,
contributions or payment details

Information you provide to support the learner's education, health, wellbeing
or safeguarding

Records of complaints, compliments, concerns or feedback

Any other information necessary for us to fulfil our legal obligations or
support the learner's education and wellbeing

Why we use your information

We use your personal information to:

Communicate with you about the learner's education, progress, attendance
and wellbeing

Involve you in decisions relating to the learner where appropriate

Support safeguarding, welfare and pastoral care

Meet our legal obligations relating to education and parental responsibility
Administer funding, bursaries and financial assistance where applicable
Respond to enquiries, complaints and requests

Maintain accurate records and contact information

Protect the health, safety and wellbeing of learners, staff and visitors

Our lawful basis

We process your personal information under one or more of the following lawful
bases under UK data protection legislation:

Public Task - to provide education and fulfil our statutory responsibilities.
Legal Obligation - to comply with education, safeguarding, health and safety,
equality and other legal requirements.



e Legitimate Interests - to effectively manage our relationship with parents
and carers and support the delivery of education.

e Contract - where processing is nhecessary to provide services or administer
financial arrangements.

e Consent - where we ask for your permission, for example in relation to
certain communications or activities.

Where we process special category personal information, we will do so only where
an appropriate condition under Article 9 of the UK GDPR applies.

Who we share information with

We will only share your personal information where it is lawful, necessary and
proportionate to do so. Depending on the circumstances, we may share information
with:
e The learner, where appropriate and in accordance with their rights
e Local Authorities responsible for funding, EHCPs or statutory services
e The Department for Education (DfE) and other government departments
where required by law
e Health and social care professionals where necessary to support the learner
e Other education providers where this supports transition or progression
e Safeguarding partners, including the police or social care where required to
protect a learner or another person
e Professional advisers, auditors and organisations providing services on our
behalf
e Regulators or public authorities where disclosure is required or permitted by
law

Where we store your information
Please see appendix A for more information

How long we keep your information

We wiill retain your personal information only for as long as necessary to support the
learner's education, fulfil our legal and contractual obligations, and meet applicable
retention requirements.

When information is no longer required, it will be securely deleted or destroyed in
accordance with our Records Retention Schedule.

Anything else you should know

Some of the information we request is required by law or is necessary for us to
support the learner effectively.



Please let us know if your contact details or circumstances change so that our
records remain accurate.

In some circumstances, as learners become older, their own rights under UK data
protection law may affect the information we can share with parents or carers.

We will always seek to balance the learner's rights, their wellbeing and our legal
responsibilities when deciding what information can be shared.



SECTION C - Community Members

Who this section applies to

This section applies to individuals who enquire about, register for or participate in

community activities, events, courses or programmes delivered by Petty Pool in the
Community

What information we collect

Depending on the activity or programme, we may collect:

Your name, date of birth, address, telephone number and email address
Emergency contact details

Information about your support needs, disabilities, health conditions, allergies
or accessibility requirements where relevant

Booking, attendance and participation records

Information required to deliver activities safely and effectively

Payment information where activities incur a charge

Photographs, videos or recordings where appropriate consent has been
obtained

Feedback, surveys and evaluation information

Any other information necessary to deliver our services or meet our legal
obligations

Why we use your information

We use your personal information to:

Register you for activities, courses and events

Deliver safe, inclusive and enjoyable community activities

Communicate with you about bookings, cancellations and upcoming activities
Provide appropriate support and reasonable adjustments where required
Manage attendance and participation

Process payments where applicable

Monitor and improve our community services

Meet our legal, safeguarding and health and safety obligations

Our lawful basis

We process your personal information under one or more of the following lawful
bases under UK data protection legislation:

Contract - where processing is necessary to provide a service or activity you
have requested.

Legitimate Interests - to organise, manage and improve our community
activities.



e Legal Obligation - to comply with safeguarding, health and safety, equality
and other legal requirements.

e Consent - where we ask for your permission, such as for photography,
marketing or optional communications.

Where we process special category personal information, we will do so only where
an appropriate condition under Article 9 of the UK GDPR applies.

Who we share information with

We will only share your personal information where it is lawful, necessary and
proportionate to do so. Depending on the activity, we may share information with:

e Emergency services where necessary to protect life or safety

e Organisations providing services on our behalf, such as payment processors
or IT providers

e Insurers, auditors or regulators where required

e Public authorities where disclosure is required or permitted by law

e Safeguarding partners where there are concerns about the safety or
wellbeing of an individual

Where we store your information
Please see appendix A for more information

How long we keep your information

We retain your personal information only for as long as necessary to deliver our
community activities, meet our legal and regulatory obligations and comply with our
Records Retention Schedule.

When information is no longer required, it will be securely deleted or destroyed.

Anything else you should know
Providing some information is necessary for us to deliver activities safely and
effectively.

Please let us know if your contact details or support needs change so we can keep
our records up to date.

We are committed to handling your personal information fairly, securely and
transparently in accordance with UK data protection legislation.



SECTION D — Venturewood Members [ Service Users

Who this section applies to

This section applies to individuals who enquire about, book, attend or participate in
activities delivered by Venturewood, including children, young people and adults
attending through schools, charities, community organisations, funded programmes,
holiday clubs, corporate events or private bookings. It also applies to parents, carers
and other individuals providing information on behalf of participants where
appropriate.

What information we collect

Depending on the activity or programme, we may collect:

Participant details, including name, date of birth and contact information
Parent, carer or emergency contact details where appropriate

Information about medical conditions, allergies, medications, disabilities,
additional needs or accessibility requirements

Booking, attendance and participation records

Information provided by referring organisations, schools, charities or
programme partners where appropriate

Risk assessments, consent forms and activity permissions

Accident, incident, behavioural and safeguarding records where applicable
Photographs, videos or recordings where appropriate consent has been
obtained

Payment and invoicing information where applicable

Feedback and evaluation information

Any other information necessary to safely deliver our activities and meet our
legal obligations

Why we use your information

We use your personal information to:

Manage bookings, registrations and participation

Deliver safe outdoor learning, education and recreational activities

Assess risks and make reasonable adjustments to support participants
Communicate with participants, parents, carers, schools and partner
organisations

Deliver commissioned or funded programmes

Monitor attendance, participation and outcomes

Process payments and invoices where applicable

Meet safeguarding, health and safety, insurance and regulatory requirements
Evaluate and improve our services



Our lawful basis

We process your personal information under one or more of the following lawful
bases under UK data protection legislation:

Contract - where processing is necessary to deliver activities or services that
have been booked

Legitimate Interests - to organise, manage and improve Venturewood
activities and ensure participant safety

Legal Obligation - to comply with safeguarding, health and safety, equality
and other legal requirements

Public Task - where we deliver publicly funded or commissioned services
Consent - where we ask for your permission, for example for photography,
marketing or certain optional activities

Where we process special category personal information, we will do so only where
an appropriate condition under Article 9 of the UK GDPR applies.

Who we share information with

We will only share your personal information where it is lawful, necessary and
proportionate to do so. Depending on the programme or activity, we may share
information with:

Parents or carers where appropriate

Schools, colleges and educational settings

Referring charities or partner organisations

Commissioners and funding organisations where required

Health or emergency services where necessary to protect life or safety
Organisations providing services on our behalf, such as IT providers or
payment processors

Insurers, regulators or public authorities where required by law
Safeguarding partners where there are concerns about the safety or
wellbeing of an individual

Where we store your information
Please see appendix A for more information



How long we keep your information

We retain your personal information only for as long as necessary to deliver our
services, meet legal, contractual and regulatory obligations, and comply with our
Records Retention Schedule.

When information is no longer required, it will be securely deleted or destroyed.

Anything else you should know

Some Venturewood activities are delivered on behalf of partner organisations or as
part of funded programmes. In these circumstances, we may process and share
information in accordance with the requirements of the commissioning or referring
organisation.

Where participants are children, we will usually collect information from and
communicate with parents, carers or the referring organisation, as appropriate.

Providing certain information, particularly relating to health, allergies or additional
support needs, is essential to enable us to deliver activities safely.

Petty Pool Trust



SECTION E — Alternative Education Learners

Who this section applies to

This section applies to learners who access Alternative Education programmes
delivered by Petty Pool. This includes learners referred by schools, Local Authorities
or other commissioning organisations, as well as young people enrolled on funded
study programmes.

What information we collect

Depending on the programme you are attending, we may collect:

e Your name, date of birth, address and contact details

e Parent, carer or emergency contact information where appropriate

e School, previous education or referral information

e Attendance, engagement and participation records

¢ Information about your learning needs, SEND, disabilities or additional
support requirements

e Health information where necessary to support your wellbeing or ensure
your safety

e Behaviour, wellbeing and safeguarding information

e Assessment, achievement, progress and destination information

e Funding and eligibility information where required

e Photographs, videos or recordings where appropriate consent has been
obtained

e Any other information necessary to provide education, support your learning
or meet our legal obligations

Why we use your information

We use your personal information to:

e Assess referrals and enrol learners onto appropriate programmes

e Deliver education, training and individual support

e Monitor attendance, progress, achievement and outcomes

e Support learners' wellbeing, safeguarding and personal development

e Communicate with learners, parents, carers, schools and commissioning
organisations

e Meet funding, contractual and statutory reporting requirements

e Plan, monitor and improve our services

e Protect the health, safety and wellbeing of learners, staff and visitors



Our lawful basis

We process your personal information under one or more of the following lawful
bases under UK data protection legislation:

Public Task - to deliver publicly funded education and fulfil our statutory
responsibilities.

Legal Obligation - to comply with education, safeguarding, health and safety,
equality and funding requirements.

Contract - where we are delivering services under an agreement with a
school, Local Authority or other commissioning organisation.

Legitimate Interests - to manage and improve our Alternative Education
provision.

Consent - where we ask for your permission, such as for photography or
certain optional activities.

Where we process special category personal information, we will do so only where
an appropriate condition under Article 9 of the UK GDPR applies.

Who we share information with

We will only share your personal information where it is lawful, necessary and
proportionate to do so. Depending on the programme you are accessing, we may
share information with:

Parents or carers, where appropriate

Schools and educational settings

Local Authorities

The Department for Education (DfE) for funding and statutory reporting
purposes, including Individualised Learner Record (ILR) submissions where
applicable

Commissioners and funding organisations

Health and social care professionals where appropriate

Safeguarding partners, including children's social care and the police where
necessary

Organisations providing services on our behalf, such as IT providers
Regulators or other public authorities where required by law



Government departments (where applicable)

We may share your personal information with government departments and public
bodies where we are required or permitted to do so by law, where this is necessary
to deliver education, secure funding or meet our statutory obligations. This may
include:

e The Department for Education (DfE) for funding, regulatory, audit, assurance
and statutory reporting purposes, including the submission of Individualised
Learner Record (ILR) data and other mandatory returns

e Local Authorities, including those responsible for commissioning placements,
funding, SEND, transport and other statutory services

e Ofsted, where information is required during inspections or other regulatory
activities

o Other government departments, regulators or public authorities, where
disclosure is required or permitted by law

We will only share the minimum amount of personal information necessary for the
purpose for which it is being shared and will ensure that any sharing is carried out in
accordance with UK data protection legislation.

Further Department for Education and Learning Records Service

information

The Department for Education publishes privacy information explaining how it uses
education and training data, including adult and post-16 learner data. The Learning
Records Service (LRS), operated by the DfE in England, issues Unigue Learner
Numbers (ULNs) and maintains Personal Learning Records (PLRs).

DfE privacy information: key stage 4 and 5 and adult education
Learning Records Service privacy notice

DfE personal information charter

DfE external data shares

Where we store your information
Please see appendix A for more information

Petty Pool Trust
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https://www.gov.uk/government/publications/dfe-external-data-shares

How long we keep your information

We retain your personal information only for as long as necessary to deliver
education, fulfil our legal, contractual and regulatory obligations, and comply with
our Records Retention Schedule.

When information is no longer required, it will be securely deleted or destroyed.

Anything else you should know

Alternative Education programmes are delivered under different funding and
commissioning arrangements. Depending on the programme you attend, We may
receive and use information provided by a referring school, Local Authority or other
commissioning organisation, or as the education provider for a funded study
programme.

We will only share information that is necessary to support your education,
wellbeing and safeguarding, or where required by law or funding conditions.

If you are under the age of 18, we will usually communicate with your parent, carer
or referring organisation where appropriate.

Providing certain information is necessary for us to assess referrals, support your
learning and ensure your safety.



SECTION F — Employees

Who this section applies to

This section applies to current and former employees of Petty Pool, including
permanent, fixed-term, temporary and casual employees.

What information we collect

Depending on your employment with us, we may collect:

e Personal details, including your name, address, date of birth, contact details
and emergency contact information

e National Insurance number

e Right to work, identity and recruitment documentation

e Employment history, qualifications, professional memberships and references

e Payroll, pension, bank account and tax information

e Criminal convictions, cautions, allegations, barring or prohibition information

e Information relating to attendance, leave, sickness absence and flexible
working

e Online or social media searches undertaken during safer recruitment

e Employee or payroll number

e Performance, appraisal, supervision, disciplinary and grievance records

e Training, learning and professional development records

e Health information, occupational health reports and information relating to
reasonable adjustments where appropriate

e Equality, diversity and inclusion monitoring information where required

e Interests involving close family members or related parties, where required
for governance or financial declarations

e IT account information, system access records and information relating to
the use of organisational systems and devices

e CCTV images, building access records and security information where
applicable

e Telephone or audito/video recordings

e Photographs and staff directory information

e Any other information necessary to manage your employment and meet our
legal obligations

Why we use your information

We use your personal information to:

e Recruit, employ and manage our workforce

e Pay salaries and administer pensions, benefits and expenses

e Meet our legal obligations as an employer

e Manage performance, training, wellbeing and professional development



e Protect the health, safety and wellbeing of employees, learners and visitors

e Maintain the security of our premises, systems and information

e Manage safeguarding responsibilities where applicable

e Monitor equality, diversity and inclusion

e Manage complaints, investigations and legal proceedings where necessary

e Prevent and detect fraud, protect public and charitable funds, and meet audit
and financial-control requirements

e Plan and improve our workforce and organisational performance

Our lawful basis

We process your personal information under one or more of the following lawful
bases under UK data protection legislation:
e Contract - where processing is necessary to fulfil your contract of
employment
e Legal Obligation - to comply with employment, tax, pension, safeguarding,
health and safety, equality and other legal requirements
e Legitimate Interests - to effectively manage our workforce, protect
organisational assets and improve our services
e Public Task - where applicable in carrying out our educational and charitable
functions
e Consent - where we ask for your permission, for example for optional
photographs or wellbeing initiatives

Where we process special category personal information, we will do so only where
an appropriate condition under Article 9 of the UK GDPR applies.

Who we share information with

We will only share your personal information where it is lawful, necessary and
proportionate to do so.

Government departments and public bodies

We may share your personal information with government departments and public
bodies where we are required or permitted to do so by law. This may include:

e HM Revenue & Customs (HMRC) for tax and payroll purposes

e The Department for Education (DfE) where required for workforce or
contractual reporting

e The Disclosure and Barring Service (DBS) where criminal record checks are
required

e Other government departments, regulators or public authorities, where
disclosure is required or permitted by law



We will only share the minimum amount of personal information necessary for the
purpose for which it is being shared.

Other organisations we may share information with

Depending on your role, we may share information with:

e Pension providers

e Payroll providers

e (Occupational health providers

e Employee benefits providers

e Training and professional development providers

e [T and system providers

e External auditors, insurers and professional advisers

e Regulators, inspectors and funding bodies

e Law enforcement agencies or safeguarding partners where required

Department for Education information

Where workforce information is provided to the Department for Education for an
applicable statutory, contractual or reporting purpose, further information about the
DfE’s handling of personal information is available here:

DfE personal information charter
DfE external data shares

Where we store your information
Please see appendix A for more information

How long we keep your information

We retain your personal information only for as long as necessary to manage your
employment, meet our legal, contractual and regulatory obligations and comply with
our Records Retention Schedule.

When information is no longer required, it will be securely deleted or destroyed.

Anything else you should know

Some personal information is required by law or as part of your contract of
employment. If you do not provide this information, we may be unable to employ
you or fulfil our legal obligations.

We monitor the use of our IT systems and organisational devices to maintain
security, protect organisational information and investigate potential misuse, in
accordance with our policies.

Petty Pool Trust


https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/publications/dfe-external-data-shares

Employees are expected to comply with the organisation's policies relating to
information security, data protection and acceptable use of IT systems.

Please let us know if your personal details or circumstances change so that our
records remain accurate.

Petty Pool Trust



SECTION G — Volunteers

Who this section applies to

This section applies to individuals who volunteer with Petty Pool, including
prospective, current and former volunteers.

What information we collect

Depending on your volunteering role, we may collect:

Personal details, including your name, address, date of birth, telephone
number and email address

Emergency contact information

Information relating to your application, references and recruitment

Right to volunteer and identity documentation where appropriate
Quialifications, skills, experience and training records

Disclosure and Barring Service (DBS) information where required for your role
Information relating to safeguarding, health, disabilities or reasonable
adjustments where necessary

Volunteer hours, attendance and activity records

Photographs and staff or volunteer directory information where appropriate
IT account information and system access records where applicable

Any other information necessary to manage your volunteering activities
safely and effectively

Why we use your information

We use your personal information to:

Recruit, manage and support volunteers

Match volunteers to appropriate roles and activities

Deliver induction, training and ongoing support

Meet our safeguarding, health and safety and legal obligations

Maintain records of volunteering activities and contributions
Communicate with volunteers about activities, events and organisational
updates

Protect the safety and wellbeing of volunteers, learners, participants and
staff

Monitor and improve our volunteering programme



Our lawful basis

We process your personal information under one or more of the following lawful
bases under UK data protection legislation:

e Legitimate Interests - to recruit, manage and support volunteers and deliver
our charitable activities.

e Legal Obligation - to comply with safeguarding, health and safety, equality
and other legal requirements.

e Contract - where processing is necessary to administer volunteer
agreements or reimburse expenses.

e Consent - where we ask for your permission, such as for photography or
marketing.

Where we process special category personal information, we will do so only where
an appropriate condition under Article 9 of the UK GDPR applies.

Who we share information with

We will only share your personal information where it is lawful, necessary and
proportionate to do so.

Government departments and public bodies

We may share your personal information with government departments and public
bodies where we are required or permitted to do so by law. This may include:

e The Disclosure and Barring Service (DBS) where criminal record checks are
required

e Other government departments, regulators or public authorities, where
disclosure is required or permitted by law

We will only share the minimum amount of personal information necessary for the
purpose for which it is being shared.

Other organisations we may share information with

Depending on your volunteering role, we may share information with:

e Training providers

e Organisations providing services on our behalf, such as IT providers

e Insurers and professional advisers

e Regulators where required

e Law enforcement agencies or safeguarding partners where necessary to
protect an individual or comply with the law

Where we store your information



Please see appendix A for more information
How long we keep your information

We retain your personal information only for as long as necessary to manage your
volunteering activities, meet our legal and regulatory obligations and comply with
our Records Retention Schedule.

When information is no longer required, it will be securely deleted or destroyed.

Anything else you should know

Some personal information is required so that we can safely recruit and support
volunteers and meet our legal obligations.

If your volunteering role requires a DBS check, we will explain how your information
will be processed as part of that process.

Please let us know if your contact details or circumstances change so that our
records remain accurate.

As a volunteer, you are expected to comply with Petty Pool's policies relating to
safeguarding, information security and data protection.

Petty Pool Trust



SECTION H - Trustees

Who this section applies to

This section applies to current, former and prospective Trustees of Petty Pool.

What information we collect

Depending on your role as a Trustee, we may collect:

Personal details, including your name, address, date of birth, telephone
number and email address

Emergency contact information where appropriate

Information relating to your appointment, induction and tenure as a Trustee
|dentity verification and right to act as a Trustee

Qualifications, skills, experience and declarations of interest

Disclosure and Barring Service (DBS) information where required
Attendance records for Board and committee meetings

Training and professional development records

Information relating to governance, decision making and committee
membership

Photographs and biographies where appropriate

IT account information and system access records where applicable
Any other information necessary to fulfil our legal and governance
responsibilities

Why we use your information

We use your personal information to:

Recruit, appoint and support Trustees

Meet our legal and regulatory obligations

Administer Board and committee meetings

Maintain statutory registers and governance records

Manage conflicts of interest and declarations

Deliver Trustee induction, training and development
Communicate with Trustees regarding governance matters
Protect the security of our information, systems and premises
Ensure the effective governance of the organization

Our lawful basis

We process your personal information under one or more of the following lawful
bases under UK data protection legislation:

Legal Obligation - to comply with charity, company, safeguarding and other
legal requirements.



e Legitimate Interests - to effectively govern and manage the organisation.

e Contract - where processing is necessary to administer Trustee
appointments or reimburse expenses.

e Consent - where we ask for your permission, such as for photographs or
biographies.

Where we process special category personal information, we will do so only where
an appropriate condition under Article 9 of the UK GDPR applies.

Who we share information with

We will only share your personal information where it is lawful, necessary and
proportionate to do so.

Government departments and public bodies

We may share your personal information with government departments and public
bodies where we are required or permitted to do so by law. This may include:
e The Charity Commission
e Companies House
e The Disclosure and Barring Service (DBS) where criminal record checks are
required
e Other government departments, regulators or public authorities, where
disclosure is required or permitted by law

We will only share the minimum amount of personal information necessary for the
purpose for which it is being shared.

Other organisations we may share information with

Depending on your role, we may share information with:
e External auditors and professional advisers
e Insurers
e Organisations providing services on our behalf, such as IT providers
e Regulators, funding bodies and commissioners where appropriate
e Law enforcement agencies or safeguarding partners where required by law
or to protect an individual

Where we store your information
Please see appendix A for more information



How long we keep your information

We retain your personal information only for as long as necessary to fulfil our
governance responsibilities, meet our legal and regulatory obligations and comply
with our Records Retention Schedule.

When information is no longer required, it will be securely deleted or destroyed.

Anything else you should know

Certain information about Trustees must be retained and, where required by law,
made available to regulatory bodies such as the Charity Commission and Companies
House.

Trustees are expected to comply with Petty Pool's policies relating to governance,
safeguarding, information security and data protection.

Please let us know if your personal details, declarations of interest or other relevant
information change so that our records remain accurate.

Petty Pool Trust



SECTION I — Job Applicants

Who this section applies to

This section applies to individuals who apply for employment or volunteering
opportunities with Petty Pool, whether directly or through a recruitment agency or
other recruitment platform.

What information we collect

As part of the recruitment process, we may collect:

Personal details, including your name, address, date of birth, telephone
number and email address

Your curriculum vitae (CV), application form and supporting statements
Employment history, qualifications, skills and professional memberships
References from previous employers or other referees

Right to work documentation and proof of identity

Information relating to interviews, assessments and recruitment decisions
Disclosure and Barring Service (DBS) information where required for the role
Health information where necessary to make reasonable adjustments during
the recruitment process or where required following a conditional offer of
employment

Equality, diversity and inclusion monitoring information where you choose to
provide it

Any other information necessary to assess your suitability for the role

Why we use your information

We use your personal information to:

Assess applications and determine suitability for employment or volunteering
opportunities

Communicate with applicants throughout the recruitment process

Arrange interviews, assessments and selection activities

Verify qualifications, references and right to work

Carry out pre-employment checks where appropriate

Meet our legal obligations as an employer

Maintain recruitment records

Improve our recruitment processes



Our lawful basis

We process your personal information under one or more of the following lawful
bases under UK data protection legislation:
e Contract - to take steps at your request before entering into a contract of
employment or volunteering.
e Legal Obligation - to comply with employment, safeguarding, equality and
immigration legislation.
e Legitimate Interests - to recruit suitable candidates and operate an effective
recruitment process.
e Consent - where we ask for your permission, such as to retain your details
for future vacancies.

Where we process special category personal information, we will do so only where
an appropriate condition under Article 9 of the UK GDPR applies.

Who we share information with

We will only share your personal information where it is lawful, necessary and
proportionate to do so.

Government departments and public bodies

We may share your personal information with government departments and public
bodies where we are required or permitted to do so by law. This may include:
e The Disclosure and Barring Service (DBS) where criminal record checks are
required
e HM Revenue & Customs (HMRC) where necessary following an offer of
employment
e Other government departments, regulators or public authorities, where
disclosure is required or permitted by law

We will only share the minimum amount of personal information necessary for the
purpose for which it is being shared.

Other organisations we may share information with

Depending on the role, we may share information with:

e Recruitment agencies

e Referees

e (Occupational health providers

e Organisations carrying out pre-employment checks on our behalf
e [T service providers supporting our recruitment systems

e Professional advisers where required



Where we store your information
Please see appendix A for more information

How long we keep your information

We retain recruitment records only for as long as necessary to complete the
recruitment process, respond to any legal claims and meet our legal and regulatory
obligations, in accordance with our Records Retention Schedule.

Where you have given your consent, we may retain your details for longer in order
to contact you about future employment opportunities. You may withdraw your
consent at any time.

Anything else you should know

Providing some information is necessary for us to assess your application and meet
our legal obligations. If you do not provide this information, we may be unable to
progress your application.

If you are successful, information collected during the recruitment process will
become part of your employment or volunteer record.

If you are unsuccessful, we will retain your information only for the period set out in
our Records Retention Schedule unless you have agreed that we may keep your
details for future opportunities.

Petty Pool Trust



SECTION J — Contractors & Consultants

Who this section applies to

This section applies to individuals who provide services to Petty Pool, including
contractors, consultants, freelancers, self-employed individuals and agency workers
where they are engaged to deliver services on our behalf.

What information we collect

Depending on the services you provide, we may collect:

Personal details, including your name, business name (where applicable),
address, telephone number and email address

Professional qualifications, experience, certifications and accreditations
Identity verification and right to work documentation where required
Disclosure and Barring Service (DBS) information where required for the
services being provided

Insurance details, licences and compliance documentation

Bank account and payment information

Contractual information, invoices and records relating to the services
provided

IT account information, system access records and information relating to
the use of organisational systems where applicable

CCTV images, building access records and security information where
applicable

Any other information necessary to manage the contractual relationship and
ensure compliance with legal or regulatory requirements

Why we use your information

We use your personal information to:

Procure and manage contracted services

Verify your identity, qualifications and suitability to provide services
Meet safeguarding, health and safety and other legal obligations
Administer contracts, payments and invoices

Manage access to our premises, systems and information

Monitor contract performance and compliance

Protect the security of our organisation, learners, participants, staff and
visitors

Manage disputes, complaints or legal claims where necessary



Our lawful basis

We process your personal information under one or more of the following lawful
bases under UK data protection legislation:

e Contract - where processing is necessary to enter into or fulfil a contract for
services.

e Legal Obligation - to comply with safeguarding, health and safety, tax and
other legal requirements.

e Legitimate Interests - to effectively manage contracts, protect organisational
assets and ensure the safe delivery of our services.

e Consent - where we ask for your permission for a specific purpose.

Where we process special category personal information, we will do so only where
an appropriate condition under Article 9 of the UK GDPR applies.

Who we share information with

We will only share your personal information where it is lawful, necessary and
proportionate to do so.

Government departments and public bodies

We may share your personal information with government departments and public
bodies where we are required or permitted to do so by law. This may include:
e HM Revenue & Customs (HMRC) where required for tax or financial purposes
e The Disclosure and Barring Service (DBS) where criminal record checks are
required
e Other government departments, regulators or public authorities, where
disclosure is required or permitted by law

We will only share the minimum amount of personal information necessary for the
purpose for which it is being shared.

Other organisations we may share information with

Depending on the services you provide, we may share information with:
¢ Organisations providing services on our behalf, such as IT providers
e Professional advisers, insurers and auditors
e Commissioners, funders or partner organisations where this is necessary to
deliver contracted services
e Law enforcement agencies or safeguarding partners where required by law
or to protect an individual



Where we store your information
Please see appendix A for more information

How long we keep your information

We retain your personal information only for as long as necessary to manage our
contractual relationship, meet our legal and regulatory obligations and comply with
our Records Retention Schedule.

When information is no longer required, it will be securely deleted or destroyed.

Anything else you should know

Providing some personal information is necessary for us to enter into and manage
our contractual relationship with you. Without this information, we may be unable to
engage your services.

If your role requires access to our systems, premises or learners, you will be
expected to comply with Petty Pool's policies relating to safeguarding, information
security and data protection.

Please let us know if your contact details, qualifications, insurance or other relevant
information change so that our records remain accurate.

Petty Pool Trust



SECTION K — Donors & Fundraisers

Who this section applies to

This section applies to individuals who donate, fundraise or otherwise provide
financial support to Petty Pool. This may include one-off and regular donors,
individual fundraisers, supporters taking part in fundraising activities and individuals
who make donations on behalf of an organisation.

What information we collect
Depending on how you support us, we may collect:

Personal details, including your name, address, telephone number and email
address

Details of donations you have made, including the amount, date and method
of donation

Payment and transaction information necessary to process and record your
donation

Gift Aid declarations and information required to claim Gift Aid from HM
Revenue & Customs (HMRC)

Details of fundraising activities or events you participate in or organise on our
behalf

Communication preferences, including whether you have agreed to receive
marketing or fundraising communications from us

Records of correspondence and interactions with Petty Pool

Information you choose to provide to us about your reasons for supporting
Petty Pool

Photographs, testimonials or stories where you have agreed that these can
be used

Any other information necessary to administer your donation, support your
fundraising activity or meet our legal and regulatory obligations

We wiill only collect information that is relevant and necessary for the purposes for
which it is being used.

Why we use your information
We use your personal information to:

Process, administer and record donations
Manage Gift Aid declarations and make Gift Aid claims where applicable
Provide receipts, acknowledgements and thank-you communications



e Support individuals who are fundraising on behalf of Petty Pool

e Manage fundraising activities, campaigns and events

e Maintain accurate records of our donors, fundraisers and supporters

¢ Communicate with you about your donation or fundraising activity

e Send you information about our work, fundraising activities, campaigns or
ways to support Petty Pool where we are permitted to do so

e Manage your communication and marketing preferences

e Meet our financial, accounting, audit, tax and regulatory obligations

e Prevent and detect fraud or misuse of charitable funds

e Understand and evaluate the effectiveness of our fundraising activities

Our lawful basis

We process your personal information under one or more of the following lawful
bases under UK data protection legislation:

e Legitimate Interests - to administer donations, maintain appropriate
relationships with our donors and supporters, manage fundraising activities
and understand and improve our fundraising activity, where our interests are
not overridden by your rights and interests.

e Legal Obligation - where we are required to retain or provide information to
comply with financial, tax, Gift Aid, charity or other legal and regulatory
requirements.

e Contract - where processing is necessary in connection with a fundraising
activity, event or other arrangement which creates contractual obligations.

e Consent - where we ask for your permission for a specific purpose, including
certain marketing communications or the use of photographs, testimonials or
personal stories.

Where we rely on consent, you can withdraw your consent at any time.

Where we process special category personal information, we will only do so where
an appropriate condition under Article 9 of the UK GDPR applies.

Who we share information with

We will only share your personal information where it is lawful, necessary and
proportionate to do so.

We may share your personal information with government departments and public
bodies where we are required or permitted to do so by law. This may include:

e HM Revenue & Customs (HMRC), including where information is required in
connection with Gift Aid
e Regulators or other public authorities where disclosure is required or
permitted by law
We will only share the minimum amount of personal information necessary for the

purpose for which it is being shared.



Other organisations we may share information with
Depending on how you donate or fundraise for us, we may share information with:

e Banks, payment processors and online donation or fundraising platforms
used to process donations

e Organisations providing services on our behalf, including IT, CRM, email and
communications providers

e Professional advisers, accountants, auditors and insurers

e Event providers or fundraising partners where this is necessary to support a
fundraising activity

e Law enforcement agencies or other organisations where necessary to
prevent or investigate fraud, protect our organisation or comply with the law

Where another organisation processes personal information on our behalf, we

require appropriate data protection arrangements to be in place.

Where we store your information

We use Beacon, our fundraising and supporter Customer Relationship Management
(CRM) system, to manage information about donors, donations, fundraising activity
and supporter communications.

Where you have agreed to receive relevant communications from us, your
information and communication preferences may also be processed through
Mailchimp, which is connected to Beacon.

Financial information relating to donations may also be recorded within our finance
systems where necessary for accounting, reconciliation, audit and financial
reporting purposes.

Information may also be held securely within our Microsoft 365 environment where
this is necessary to administer fundraising activities or maintain appropriate
organisational records.

Please see Appendix A for further information about the systems and service
providers we use to process and store personal information.

How long we keep your information

We retain your personal information only for as long as necessary for the purpose
for which it was collected and to meet our legal, financial, regulatory and reporting
obligations.

Some financial, donation and Gift Aid records must be retained for specified periods
to meet HMRC, accounting or other legal requirements.



We will periodically review the information we hold about donors and supporters
and will securely delete or anonymise information where it is no longer required, in
accordance with our Records Retention Schedule.

Anything else you should know

You can donate to Petty Pool without agreeing to receive marketing or fundraising
communications from us.

Where you have chosen to receive marketing or fundraising communications, you
can change your preferences or unsubscribe at any time using the options provided
in our communications or by contacting us directly.

If you make a donation through a third-party fundraising platform, that organisation
may also process your personal information under its own privacy notice. We will
only receive the information that the platform is permitted to share with us.

Please let us know if your contact details or communication preferences change so
that we can keep our records accurate and respect your choices.



Appendix A: Systems Holding Personal Data

This appendix sets out the systems and storage locations used across the Trust that hold
personal data, along with the main purpose of each system and examples of the personal
information they may hold.

The systems and service providers listed in this appendix reflect those in use at the date of
this Privacy Notice. We may introduce, replace or discontinue systems and service providers
from time to time. Where we do so, we will ensure that appropriate data protection and
information security arrangements are in place and will update this appendix where

appropriate.

Core records systems

System / storage

Main purpose

Examples of personal information held

accounting and payments

Beacon CRM Customer, contact and Contact details, relationship/service
relationship management records, communications, notes and
across relevant parts of the | attachments. Depending on the
Trust record, this may include sensitive or

special-category information

Databridge College learner admissions, Learner identifiers,
safeguarding, funding and applications/enrolment, attendance,
programme administration funding evidence, bursary/support

information, placements, achievements
and destinations

AlQ: Finance Financial administration, Payment, invoicing and finance

records as relevant to the individual or
company

Breathe HR /
Databridge: HR

HR administration —
employee records, absence,
performance and
recruitment. Breathe HR is
being introduced as a
replacement for Databridge
HR; both are in use during
the transition period

Employee personal details, contract
information, absence/sickness
records, performance and recruitment
data

Petty Pool Trust




System / storage Main purpose

BHSF Health &
Wellbeing Plan

Staff health and wellbeing
benefit scheme
administration

Examples of personal information held

Employee health information relating
to claims/benefits (special category
data), dependant details where
applicable

Secure paper
records

Records that must or need
to be retained in paper form

Signed forms, historic files or other
paper records, stored in access-
controlled locations

Storage and backup

System / storage Main purpose

SharePoint/MS365

Controlled storage for
operational, governance,
contract, policy and case
records

Examples of personal information held

Documents and records relevant to
the service or business function, with
access restricted according to role

DeepStore

Longer-term archive for
selected records

Selected archived HR, finance and
organisational records retained in line
with the Records Retention Schedule

Cloud backup
system

Backup of Microsoft 365
data (mailboxes, OneDrive,
SharePoint)

Backup copies of personal data held
within M365, including emails,
documents and contact information

Server backup
system

Server backup and disaster
recovery

Backup copies of personal data held
on servers, including files and records
from server-based systems

Petty Pool Trust




IT security and infrastructure

System / storage Main purpose

Examples of personal information held

Identity and access
management system

Identity and access
management for staff and
learners (authentication,
MFA, Conditional Access,
group/role membership)

User identifiers, login credentials, MFA
registration data, device compliance
status, group/role membership

Web filtering system

DNS-layer web filtering and
internet safeguarding

Browsing/DNS query logs, device and
user identifiers, safeguarding keyword
alerts

Email security
system

Email security — phishing,
malware and threat
protection

Email metadata and content scanned
for threats, sender/recipient details

Endpoint security

Endpoint detection and

Device and user identifiers, security

management system

attack surface monitoring
and Cyber Essentials
evidence

software response (device security) event and incident logs, process/file
activity data
Vulnerability Vulnerability management, Device and network technical data,

vulnerability scan results, device
owner/user names

Patch management
system

Patch management and
remote device management

Device identifiers, software inventory,
patch/update status, associated user
login

Physical site security

System / storage

Main purpose

Examples of personal information held

Network access
control system

Physical site access control
(including door/gate entry
and vehicle recognition)

Access logs (name, card/fob ID, ANPR
data)

Petty Pool Trust




System / storage Main purpose

Examples of personal information held

sign-in/out, site attendance
and safeguarding (e.g. fire
evacuation lists)

CCTV system Site security monitoring and | Recorded images/footage of staff,
recording learners and visitors on site
Sign In App Visitor, staff and contractor | Name, contact details, photo (if

badge/ID captured), reason for visit,
vehicle registration (if recorded), sign-
in/out timestamps

Operational and service tools

System / storage Main purpose

Halo ITSM

IT service management and
helpdesk ticketing

Examples of personal information held

Staff/learner contact details, support
ticket content (may include sensitive
information depending on the request),
device details

marketing, promotional and
communication materials

EEQU Room/resource or activity Booker name and contact details,
booking system booking records, attendance
information
Dona Online donation and Donor names, contact details,
fundraising platform payment/transaction information, Gift
Aid declarations
Canva Design and creation of Photos/images of staff, learners and

events; names and contact details used
in design content; user account details
for Trust staff

Petty Pool Trust




Website

System / storage Main purpose

Examples of personal information held

performance monitoring

WordPress Website content Contact form submissions (name,
management and hosting email, message), admin/editor user
accounts, comments (if enabled)
Google Analytics Website usage analytics and | IP address, device/browser

information, pages visited, session
data (cookie-based)

External governance

System / storage Main purpose

GDPRIS / Education
Data Hub

Outsourced Data Protection
Officer service

Examples of personal information held

Details of data protection queries,
DSAR and complaint case records,
personal data of data subjects
involved

Petty Pool Trust




